ABSTRACT Embedding secret information into quantum carrier image for covert communication is one of significant research fields of quantum secure communication. Using good imperceptibility and high embedding efficiency of matrix coding, this paper proposes a novel matrix coding-based quantum steganography algorithm for quantum color images. In order to better apply matrix coding in actual demand, two different embedding methods are proposed. One embedding method is single pixel-embedded (1, 3, 2) coding, called SPE (1, 3, 2) coding for short. This method embeds two qubits of secret information into three least significant qubits (LSQbs) of a single pixel of quantum carrier image, and at most only one LSQb would be changed. The other embedding method is the multiple pixels-embedded (1, 3, 2) coding, called MPsE (1, 3, 2) coding, in which three LSQbs of multiple carrier pixels are utilized to embed two secret qubits. On account of experimental simulation obtained in the MATLAB environment, it shows that the new algorithm has good performance in the imperceptibility, the security, the embedding efficiency, and the embedding capacity.
I. INTRODUCTION
It is well known that Heisenberg uncertainty principle, measurement collapse principle and quantum non-cloning principle belong to three fundamental principles of quantum mechanics [1] . Based on these fundamental principles, quantum secure communication [2] - [6] plays an extremely significant role in information communication. As an important branch of quantum secure communication, quantum steganography [7] - [15] realizes covert communication by embedding secret information into quantum multimedia carrier and transmitting it in the public quantum channel. Based on various quantum image representation models [16] - [21] and the mature quantum image
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processing techniques (QIPT [22] , [23] ), quantum imagebased steganography [24] - [30] has been developing rapidly in recent years. For a monochrome image, the flexible representation of quantum images (FRQI [17] ) encodes the gray information into 1 qubit, while the novel enhanced quantum representation (NEQR [18] ) encodes this information into 8 qubits. For a color image, the novel quantum representation of color digital images (NCQI [20] ) encodes the RGB information into 24 qubits correspondingly. Since large redundancy of quantum image can be used to embed secret information, it is widely recognized that quantum image steganography has good prospect for quantum secure communication.
In 2015, Jiang et al. [24] proposed a novel strategy for quantum image steganography based on Moire pattern. When repetitive structures (such as screens, grids or gratings) are superposed or observed relative to each other, the Moire effect occurs, which is an optical phenomenon [31] . The embedding process of this algorithm starts with selecting an initial Moire grating as the carrier image. Then the secret image is embedded into the initial Moire grating and the deformed Moire grating is the Moire pattern. The extracting process restores the secret image by operating the initial Moire grating and the Moire pattern. In the same year, Jiang et al. [25] also proposed a quantum image steganography algorithm based on the least significant bit (LSB [32] ). Two different embedding methods are given according to the selection regions of quantum carrier image. One embedding method is plain LSB that the gray information's LSB of quantum carrier image is substituted by one secret qubit. Plain LSB steganography is simple, however its security is poor. Many image processing techniques, such as filtering, noising and compressing, can easily remove the hidden secret information. The another embedding method is block LSB which improves imperceptibility and security by embedding one secret qubit into a number of pixels of a image block. But the capacity of block LSB steganography is only 1 2 q. In 2016, Qu et al. [26] put forward a novel selfadaptive quantum steganography algorithm to embed secret information into quantum watermark image and quantum carrier image simultaneously. This embedding method requires quantum watermark image to ensure the security of quantum stego image obtained by embedding secret information into quantum carrier image. In 2017, Heidari et al. [27] presented a quantum red-green-blue image steganography. Three different embedding methods are provided based on the characteristic of quantum color images that the RGB information is encoded by three channels, i.e., Red channel, Green channel and Blue channel. The first embedding method utilizes only one of the image's channels to embed secret information. The second embedding method uses the LSB XORing technique to cover secret information. And the last embedding method employs two channels to hide secret information. Later, Heidari and Farzadnia [28] also presented a novel quantum LSB-based steganography method using the Gray code for quantum color images. The Gray code [33] , also known as the reflected binary code (RBC), is an approach to encode an integer in the 2 n -ary numeral system into an n-bit binary sequence. Comparing with the traditional binary code, two successive values in the Gray code differ merely one bit. This algorithm has a considerable embedding capacity for using the Gray code to simultaneously embed two secret qubits into three LSQbs of each carrier pixel according to the reference tables. In 2018, Zhou et al. [29] brought forward a novel quantum image steganography scheme based on LSB. The sizes of quantum carrier image and the original secret image are assumed to be 4m × 4m and m × m, respectively. The embedding process of this algorithm begins with scrambling the original secret image by using the bit-plane scrambling method. Then the scrambled secret image is expanded into the same size as quantum carrier image by utilizing the key, which is only known to the sender and the receiver. Next, the Arnold scrambling method [34] is used to scramble the expanded secret image and obtain the meaningless secret image. Finally, the meaningless secret image is embedded into quantum carrier image by the LSB technique. In 2018, Qu et al. [30] proposed a novel quantum image steganography algorithm based on exploiting modification direction (EMD [35] ). The EMD embedding uses a pixel-group containing n carrier pixels to embed one secret digit in the (2n + 1)-ary notational system, and only one carrier pixel may be changed or all carrier pixels unchanged.
According to the existing quantum image steganography algorithms [24] - [30] mentioned above, it's easy to know that many quantum image steganography algorithms [25] , [27] - [29] are related to the LSB technique. Moreover, the LSB technique is the simplest embedding method in matrix coding [36] . As an effective technique to improve imperceptibility of communication protocols, matrix coding was proposed by Crandall in 1998. Applied in the information hiding system based on the LSB substitution, matrix coding has two obvious advantages:
(1) It can avoid embedding secret information into sensitive positions of carrier data for better imperceptibility;
(2) It can effectively reduce modifications to carrier data for higher embedding efficiency.
In order to achieve better imperceptibility and higher embedding efficiency than quantum image steganography algorithms [24] - [30] discussed above, this paper proposes a novel matrix coding-based quantum image steganography algorithm based on quantum color images. According to the number of pixels of quantum carrier image used to embed secret information, two different embedding methods are proposed. One embedding method is SPE (1, 3, 2) coding that embeds two secret qubits into three LSQbs of a single carrier pixel, and at most only one LSQb changed. The other embedding method is MPsE (1, 3, 2) coding that three LSQbs of multiple carrier pixels are utilized to embed two secret qubits by also at most only one LSQb changed. In addition, a universal quantum circuit for matrix coding and a dedicated quantum circuit for (1, 3, 2) coding are designed to illustrate the embedding and extracting processes of the new algorithm for practice.
The rest of this paper is organized as follows. Brief introductions about matrix coding and its application in communication protocols, and the NCQI representation for quantum color images are given in Section II. In Section III, the embedding and extracting processes of the new algorithm are presented in detail. The simulation results and the related performance analysis are given in Section IV. Finally, the conclusion is provided in Section V.
II. PRELIMINARIES A. MATRIX CODING AND ITS APPLICATION IN COMMUNICATION PROTOCOLS
As a well-known technique of steganographic coding, matrix coding [36] has advantages of good imperceptibility and high embedding efficiency. Moreover, (1, n, k) coding is one of VOLUME 7, 2019 common methods of matrix coding applied in communication protocols. In (1, n, k) coding, at most 1 LSB in n carrier data will be changed to embed k bits of secret information, where n = 2 k − 1. Let's suppose that those LSBs of n carrier data are a 1 , a 2 
The rule of (1, n, k) coding can be presented as follows.
Step1 First, according to the order of n carrier data, the position of the i th carrier data is encoded as in (1) .
Step2 Next, the value of c j is calculated according to (2) ,
where
indicates recursive XOR operations.
Step3 Then, it's assumed that
If C = 0, all of a 1 , a 2 , · · ·, a 2 k −1 will be kept intact; otherwise, the value of a C will be changed. In this way, k secret bits can be successfully embedded into n carrier data.
Step4 Finally, the j th secret bit can be extracted according to (4) .
From the above steps, the modification rate D(k), the embedding rate R(k) and the embedding efficiency W (k) of (1, n, k) coding can be calculated in terms of (5), (6) and (7), respectively.
Equations (5), (6) and (7) show that these performance parameters of (1, n, k) coding are closely related to k. According to the different values of k, the trend of these performance parameters is obtained, as shown in Table 1 . It can be seen from Table 1 that the modification rate D(k) and the embedding rate R(k) are decreased, while the embedding efficiency W (k) is increased when k is increased.
Taking k = 2 and n = 3 for example, the embedding process of (1, 3, 2) coding is to embed two secret bits (x 1 and x 2 ) into three LSBs (a 1 , a 2 and a 3 ) by matrix coding. If it does not change values of a 1 , a 2 and a 3 . If
it should change the value of a 1 . If
it should change the value of a 2 . If
it should change the value of a 3 . The extracting process of (1, 3, 2) coding to extract two secret bits can be determined by (12) .
It also can be seen from Table 1 that (1, 3, 2) coding has higher embedding efficiency than (1, 1, 1) coding. Furthermore, (1, 3, 2) coding has higher embedding rate than (1, 7, 3) coding. Therefore, this paper proposes a novel quantum image steganography algorithm mainly based on (1, 3, 2) coding.
B. THE NCQI REPRESENTATION FOR QUANTUM COLOR IMAGES
In 2016, the novel quantum representation of color digital images (NCQI [20] ) was first proposed by Sang et al.. The NCQI representation employs two entangled qubit sequences so that the RGB information and the position information of each pixel can be encoded together. And the whole image is stored in the superposition of the two qubit sequences. As a result, a 2 n × 2 n quantum color image can be represented as (13),
where ⊗ denotes the tensor product. The i th pixel's RGB information |h (i) is encoded by three color component channels, as shown in (14) . The subscript j of R i j denotes the j th qubit in 8 qubits of the Red information. In addition, the i th pixel's position information |i , including the vertical information and the horizontal information, can be defined as in (15) .
III. QUANTUM IMAGE STEGANOGRAPHY ALGORITHM BASED ON MATRIX CODING
According to the rule of (1, n, k) coding introduced in Section II, universal quantum circuits for embedding and extracting secret information based on (1, n, k) coding are designed and shown in Figures 1 and 2 , respectively. The symbols ''•'', ''•'', ''⊕'' and ''×'' in Figure 1 represent ''one control'', ''zero control'', ''NOT operation'' and ''swap operation'', respectively. Meanwhile, dedicated quantum circuits for embedding and extracting secret information based on (1, 3, 2) coding are also designed and shown in Figures 3 and 4 , respectively. In order to achieve better performance in imperceptibility and the embedding efficiency than that of previous quantum image steganography algorithms, this paper proposes a novel quantum image steganography algorithm based on (1, 3, 2) coding, which has better performance than (1, 1, 1) coding and (1, 7, 3) coding in matrix coding. The flow chart of the proposed (1, 3, 2) coding algorithm is shown in Figure 5 .
In (1, 3, 2) coding, at most 1 LSB in 3 carrier data will be changed to embed 2 bits of secret information. According to the number of pixels of quantum carrier image used to embed secret information, two different embedding methods based on (1, 3, 2) coding are proposed in this paper, i.e., single pixel-embedded (1, 3, 2) coding (called SPE (1, 3, 2) coding for short) and multiple pixels-embedded (1, 3, 2) coding (called MPsE (1, 3, 2) coding for short).
A. QUANTUM IMAGE STEGANOGRAPHY ALGORITHM BASED ON SPE (1, 3, 2) CODING SPE (1, 3, 2) coding is to embed 2 secret qubits into 3 LSQbs encoded by three color component channels of a single pixel. The detailed steps of SPE (1, 3, 2) coding are presented as follows.
Step1 At first, in the NCQI representation, a color image of size 2 n × 2 n can be expressed as (16) .
The i th pixel's RGB information of quantum color image |C has 3 LSQbs, i. Step2 Next, the 2i th secret qubit |x 2i and the (2i + 1) th secret qubit |x 2i+1 are embedded into
by (1, 3, 2) coding, which can be realized by the dedicated quantum circuit shown in Figure 3 . After embedding all secret information into the corresponding pixels by recursively implementing this method, quantum color image |C becomes quantum stego image C .
In this way, the embedding process is completed.
Step3 Finally, the extracting process is basically the reverse of the embedding process. The detailed steps are given as follows.
(1) Quantum stego image C is a complex vector in Hilbert Space of size 2 24+2n . Let's decompose the vector C into the direct product of the RGB information and corresponding position information given as (18) .
Obviously, this operation can be realized because the vector C and the binary sequence of all pixels' position information are known. Those values form a initial binary string with the length of 3 × 2 2n .
(3) Each of 3 qubits of the initial binary string are taken as a group to extract 2 secret qubits by (1, 3, 2) coding. In this way, a new binary string of length 2 2n+1 is formed. According to the length of secret information, the redundant part of the new binary string is removed to obtain the final binary string of secret information.
With this, the extracting process is also completed. From the process of SPE (1, 3, 2) coding described above, it can be calculated that the embedding efficiency of SPE (1, 3, 2) coding is 2.67, and the embedding capacity of secret information is less than 2 2n+1 . Moreover, the number of the embedded secret qubits in each pixel of quantum color image is 2. Figure 6 shows the process that using quantum color image of size 2 1 × 2 1 embeds secret information '11101101' by SPE (1, 3, 2) coding.
Similarly, the process of SPE (1, 3, 2) coding. Then, all secret information are embedding into the corresponding pixels, quantum color image |C becomes quantum stego image C .
Step3 Finally, the extracting process is given as follows.
(1) Decompose the vector C into the direct product of the RGB information and corresponding position information as in (20) .
(2) All pixels' RGB information of l 0 , · · ·, l 3j , l 3j+1 , l 3j+2 , · · ·, l 2 2n −2 and l 2 2n −1 are respectively encoded into the appropriate binary sequence which consists of 24 23 can be used to get the embedding location of secret information. According to the embedding location, all the corresponding stego qubits can be extracted from the corresponding pixels' RGB binary sequence, and those qubits will form an initial binary string with the length of 2 2n .
(3) Each of 3 qubits of the initial binary string are divided into a group to extract 2 secret qubits by (1, 3, 2) coding. In this way, a new binary string of length 2 2n+1 3 is formed. Finally, according to the length of secret information, the redundant part of the new binary string is removed to obtain the final secret information.
As mentioned above, the extracting process is also completed.
From the above steps, it can be seen that the embedding efficiency of MPsE (1, 3, 2) coding is also 2.67, and the embedding capacity of secret information is less than 2 2n+1 3 . In addition, the number of embedded secret qubits in each pixel of quantum color image is only 0.67. A quantum color image of size 2 1 × 2 1 used to embed secret information '10' is shown in Figure 7 to illustrate the secret information embedding and extracting processes of MPsE (1, 3, 2) coding.
Similarly, the process of MPsE (1, 1, 1) coding is to embed 1 secret qubit into one of R 
IV. EXPERIMENT RESULTS AND PERFORMANCE ANALYSIS
In general, for achieving covert communication, a qualified quantum image steganography algorithm has the following attributes. (1) Good imperceptibility. Imperceptibility is one of the most significant parameters to evaluate the performance of a quantum image steganography algorithm. Good imperceptibility can ensure that an eavesdropper (named as ''Eve'') could not detect or nearly unable to find out the existence of any secret information.
(2) High security. If a legitimate receiver wants to correctly extract secret information from the stego image, a quantum image steganography algorithm should reduce the influence of quantum channel noises on the stego image and prevent Eve modifying the stego image.
(3) High embedding efficiency. The embedding efficiency is capable of reflecting transparency of steganographic methods, which is the ratio between embedded secret qubits and distortion energy caused by data embedding. When embedding secret information into quantum carrier image, fewer modifications to quantum carrier image means higher embedding efficiency, vice versa.
(4) Large embedding capacity. On the premise of not affecting normal use of quantum carrier image, the embedding capacity represents the maximum payload of secret information that can be embedded into quantum carrier image. Under this condition, the more secret information is embedded into quantum carrier image, the larger the embedding capacity will be.
In order to analyze the performance of the new proposed algorithm from the aforementioned four parameters, a number of simulation-based experiments in classical computer MATLAB R2012a environment are conducted in this section. Six color images ''Lena'', ''Airplane'', ''Vegetables'', ''Baboon'', ''Stone'' and ''University'' of size VOLUME 7, 2019 TABLE 2. PSNR values of the simulation results, the embedding efficiency and the embedding capacity of six embedding methods based on matrix coding and the other embedding algorithms ( [25] , [26] , [28] , [30] ). 
A. IMPERCEPTIBILITY 1) PEAK SIGNAL TO NOISE RATIO (PSNR)
For a quantum image steganography algorithm, if the stego image still owns good image quality for its normal use, it implies the algorithm has good imperceptibility. So far, PSNR is widely used to evaluate image quality in digital image processing.
PSNR and MSE (Mean Squared Error) are defined as (21) and (22), respectively. PSNR = 20log 10 MAX I √ MSE (21)
Here I and J are two different images, and MAX I is the maximum pixel of image I . In the new proposed algorithm, I and J correspond to the original carrier image and the stego image, respectively. Besides, I (x, y, R) represents the Red information of the (x, y) th pixel of image I . Table 2 lists PSNR values of six embedding methods based on matrix coding and other embedding methods ( [25] , [26] , [28] , [30] ), which stego images are obtained by embedding the same secret information into different carrier images. It can be seen from Table 2 that PSNR values of the new algorithm are much higher than the image quality standard of 38 dB, which proves that stego images have high image quality. Because three secret qubits are embedded into one carrier pixel, PSNR values of SPE (1, 1, 1) coding and SPE (1, 7, 3) coding are a little lower than that of other algorithms ( [25] , [26] , [28] , [30] ). Besides, PSNR values of SPE (1, 3, 2) coding, MPsE (1, 1, 1) coding and two other algorithms ( [25] , [26] ) are similar because one LSQbs of a carrier pixel may be changed to embed secret information. Obviously, owing to low modification rate that at most only one pixel may be changed in multiple carrier pixels to embed the same number of secret information, PSNR values of MPsE (1, 3, 2) coding and MPsE (1, 7, 3) coding have higher than that of other algorithms ( [25] , [26] , [28] , [30] ).
As shown in Figure 9 , it is easy to know that differences between carrier images and the corresponding stego images are impossible to be identified by the naked eye of human beings. Therefore, the new algorithm has good imperceptibility.
2) THE HISTOGRAM ANALYSIS
As another tool commonly used in digital image processing, the image histogram can show the frequency of different pixel levels, in which the abscissa contains all gray levels of the image, and the ordinate represents the frequency of different gray levels. In the new proposed algorithm, when the naked eye of human beings cannot detect differences between the carrier image and the corresponding stego image, one can judge whether these two images match or not by comparing their histograms. Figures 10 and 11 give a number of histograms of carrier images and the corresponding stego images obtained by SPE (1, 3, 2) coding and MPsE (1, 3, 2) coding, respectively. It can be seen from Figures 10 and 11 that each histogram has three different colored lines, with which each line represents one of three color component channels. For example, the red line represents the Red channel. According to Figures 10 and 11 , the histogram of the stego image is in adequate agreement with the histogram of the carrier image. Therefore, the new algorithm based on matrix coding has good performance in imperceptibility.
B. SECURITY
In order to ensure security of a quantum image steganography algorithm, it is necessary to reduce the interference of quantum channel noises on the stego image and prevent Eve from obtaining any secret information in the stego image. Thus, the new proposed algorithm's security is analyzed from two aspects. One aspect is from the effect of quantum channel noises and the other aspect is from the influence of Eve attacks.
1) THE EFFECT OF QUANTUM CHANNEL NOISES
In an open quantum channel interacted with external environment, the transmitted qubits are susceptible to the noise. This section will only analyze the effect on a single qubit, because different quantum channel noises are more likely to occur on a single qubit. In general, there are four types of quantum channel noises, namely the bitflip noise, the phase-flip (phase-damping) noise, the depolarizing noise and the amplitude-damping noise. σ I , σ X , σ Y and σ Z expressed in (23) belong to Pauli matrices, which are indispensable in the quantum channel noise analysis.
Herein, σ I is a unit matrix and it means that there is no noise effects on the qubit. σ X and σ Z are the bit-flip noise and the phase-flip noise, respectively. σ Y = iσ X σ Z is the superposition of σ X and σ Z excepting a global phase of e π 2 i . For the sake of brevity and comprehension, the embedding method of SPE (1, 3, 2) coding is taken as an example to analyze the influence that four quantum channel noises effect on quantum stego image C .
In the quantum noisy environment, a pure state will be transformed into a mixed state, which is more convenient to be represented by the density operator rather than the vector state. So the density operator ρ of the i th pixel information of quantum stego image C can be written as (24) . (24) (1) The bit-flip noise: Simply speaking, the effect of this noise is to change the state of a qubit from |0 to |1 or |1 to |0 with probability λ which is the noise factor. And Kraus operators [37] of the bit-flip noise are defined as follows.
When ρ is affected by the bit-flip noise E (t) q (the subscript q is 0 or 1, and the superscript t represents that the VOLUME 7, 2019 t th qubit of the RGB information will be affected by the noise), the density operator ε can be obtained as follows.
If B i 0 24 = 0, Equation (26) can be rewritten as:
1−24 (27) 35694 VOLUME 7, 2019 Then, the fidelity F 0 between ρ and ε 0 is:
If B i 0 24 = 1, the density operator ε 1 and the fidelity F 1 between ρ and ε 1 are given by (29) and (30), respectively. 
It can be found from Equation (28) that F 0 keeps increasing with the decreasing of λ, so is F 1 . It also shows that the bitflip noise has weak influence to the new algorithm when λ is small. For clarity, Gauss noise is used to further illustrate the effect of the bit-flip noise on the new algorithm.
In the classical channel, the digital image transmitted may be inevitably disturbed by Gauss noise, which is one of the most common noises. Based on SPE (1, 3, 2) coding, Figure 12 shows the original stego images subjected by Gauss noise and the treated stego images processing by Gaussian filter. It proves that Gaussian filter can reduce the influence of Gauss noise on the new algorithm for the treated stego images having high image quality. Thus, by performing Gaussian filtering beforehand, the new algorithm has good security to effectively resist on the bit-flip noise.
(2) The phase-flip noise: The effect of this noise changes the phase of a qubit from |1 to − |1 with probability λ, and its Kraus operators are defined as follows.
It is worth noting that the phase-flip noise is equivalent to the phase-damping noise, which describes the loss of quantum information without energy dissipation. Due to all pixels of quantum image are encoded by binary sequences, the phase-flip noise will not have substantial effect on quantum stego image. As a result, the new algorithm can resist on the phase-flip noise.
(3) The depolarizing noise: The effect of this noise is to take a qubit and replace it by a completely mixed state σ I 2 with probability λ, and its Kraus operators are defined as follows.
Equation (32) can be understood that ρ is retained with probability 1 − λ, and three operators σ X , σ Y and σ Z all act on ρ with probability λ 3 , respectively. σ Y = iσ X σ Z is the superposition of σ X and σ Z excepting a global phase of e π 2 i . As mentioned above, the phase-flip noise σ Z has no substantial effect on quantum stego image, while only the bit-flip noise σ X can affect quantum stego image. So, the influence of σ Y can be simplified to be that of the bit-flip noise.
Consequently, the relevant simulation and analysis of the bit-flip noise also can prove that the new algorithm has good security to resist on the depolarizing noise.
(4) The amplitude-damping noise: This noise describes the energy dissipation effect due to energy loss from a quantum system, and it can be described by Kraus operators as follows.
It is noted that there is no linear combination of E 0 and E 1 to create a new operator that is direct proportional to the operator σ I . The operator E 0 keeps |0 unchanged with reduced amplitude of |1 . The operator E 1 changes |1 to |0 accompanied by the physical process of losing quantum energy to the environment. Therefore, the new algorithm can better resist on the amplitude-damping noise.
In conclusion, the new algorithm can achieve good security to resist on quantum channel noises.
2) THE INFLUENCE OF EVE ATTACKS
In quantum steganography, intercept-measure-resend attack, entanglement-measure attack and DoS (Denial of Service) attack are several common quantum attacks that Eve will adopt.
(1) Intercept-measurement-resend attack: The procedure of this attack is that Eve intercepts the stego image transmitted in the quantum channel and measures it. Then, Eve sends the intercepted quantum image to the legitimate receiver. It can be seen from Equations (17) and (19) that all information of the stego image is expressed in a superposition state. If the stego image is collapsed into a monochrome image once Eve measures it, the receiver will notice the presence of Eve and abort the communication. Thus, the new algorithm is resilient to intercept-measurement-resend attack.
(2) Entanglement-measure attack: The procedure of this attack is as follows. Eve uses the unitary operation to entangle her own auxiliary particles with the stego image to generate the new image. Then, Eve sends the new image back to the receiver. Finally, Eve tries to obtain secret information from her own auxiliary particles and the new image. In Section III, the process of extracting secret information based on SPE (1, 3, 2) coding is presented in detail. It also can be seen from Equation (18) that the receiver will be conscious of the difference in the number of qubits between the stego image and the new image. In other words, Eve cannot solve the entanglement between her own auxiliary particles with the new image. Therefore, the new algorithm can resist on entanglement-measure attack.
(3) DoS attack: Although Eve cannot get secret information from the stego image in some cases, she could interfere with the communication so that the receiver cannot obtain secret information. DoS attack is one of the most powerful attacks, in which the purpose is not eavesdropping but preventing the communication. Generally, most quantum image steganography algorithms can detect DoS attack but weak in defending against it. However, to launch DoS attack, Eve needs to find out the communication channel first. Fortunately, MPsE (1, 3, 2) coding has good imperceptibility of embedding 2 secret qubits into one of 3 LSQbs' R . From this point of views, unless Eve attempts to cut off all communication channels at a great cost, the ability of the new algorithm to resist DoS attack can be guaranteed by its good imperceptibility.
In summary, the new algorithm has good security to resist on Eve attacks.
C. THE EMBEDDING EFFICIENCY AND THE EMBEDDING CAPACITY
The embedding efficiency is an important parameter to evaluate the performance of a quantum image steganography algorithm. Random linear matrix coding can be used to approximate the upper bound of the embedding efficiency, which was proved by Andreas [38] in 2001. It can be seen from Table 1 that the embedding efficiency of (1, 3, 2) coding is 2.67, which is considerable. Moreover, the embedding process of SPE (1, 3, 2) coding is simpler than that of MPsE (1, 3, 2) coding, which needs a ''flag'' to determine the embedding location of secret information.
The embedding capacity of a quantum image steganography algorithm is assessed in two different ways. The first way is the maximum number of secret qubits embedded into quantum carrier image without affecting its normal use. Taking a 2 n × 2 n quantum carrier image for example, the embedding capacities of SPE (1, 3, 2) coding and MPsE (1, 3, 2) coding are 2 2n+1 and 2 2n+1 3 , respectively. The second way is defined as the ratio of the number of secret qubits and the number of quantum carrier image's pixels. For example, the embedding capacity of SPE (1, 3, 2) coding is calculated as follows. C = 2 2n+1 2 2n = 2qubit/pixel (34) Similarly, the embedding capacity of MPsE (1, 3, 2) coding is 0.67 qubit/pixel. It's proved that SPE (1, 3, 2) coding has a higher embedding capacity than MPsE (1, 3, 2) coding. Table 2 also gives the embedding efficiency and the embedding capacity of six embedding methods based on matrix coding and other embedding methods ( [25] , [26] , [28] , [30] ), respectively. Compared with the other quantum image steganography algorithms ( [25] , [26] , [28] , [30] ), it can be seen that the new algorithm based on matrix coding has better performance in terms of the embedding efficiency and the embedding capacity except MPsE (1, 7, 3) coding.
V. CONCLUSION
This paper proposes a novel quantum image steganography algorithm based on matrix coding for quantum color images. According to the number of carrier pixels that are selected to embed secret information, two different embedding methods are proposed. One embedding method is SPE (1, 3, 2) coding that embeds two secret qubits into three LSQbs of a single carrier pixel, and only one LSQb may be changed or three LSQbs unchanged. The other embedding method is MPsE (1, 3, 2) coding that three LSQbs of multiple carrier pixels are used to embed two secret qubits. Furthermore, this paper designs a universal quantum circuit for matrix coding and a dedicated quantum circuit for (1, 3, 2) coding to better understand the processes of embedding and extracting secret information. By observing the image quality comparison between carrier images and the corresponding stego images, calculating their PSNR values, comparing their histograms, and analyzing the effects of quantum channel noises and Eve attacks, simulation results based on MATLAB demonstrate that the new algorithm has good performance in imperceptibility and security. In addition, the embedding efficiency and the embedding capacity of SPE (1, 3, 2) coding are 2.67 and 2 2n+1 respectively, and MPsE (1, 3, 2) coding are 2.67 and 2 2n+1 /3, which are impressive.
